LLlo B oOupaete?




- OcHoOBUM ayanTy
¢ iHthopmaLiiHMX TeXHONOriN
(IT-ayguT)



B ymoBax cTpiMKoro possvm(y,_iHCbpaCprKTy?pM
Ta nornu6neHHs iHdopmaTu3auii rocnogapcbkux
npoueciB ePeKTUBHICTb AiANbHOCTI
nignpuemMcTB, YCTaHOB Ta opraHisauin gepani

Oinble 3anexuTb Bif iHhopmauinHNX
TeXHonorwl (IT), IO BUKOPUCTOBYIOTLCA B
cucrtemax ynpaBanHﬂ

Bce 6inbloro s3HayeHHA HabyBae
perynsipHe NpoBeAeHHS:
B CUCTEMi ynpaBniHHsA opraHi3auii (yctaHoBW)
ayauTy iHcbopmMaLiHUX TEXHONOTrIN
© (IT-ayaury).




IT-ayanTun € Knro4oBUM KOMMNOHEHTOM AN
3abe3neyeHHa AKOCTI iIHpopMaLIMHMX CUCTEM Ta
NPUKNagHoOro NporpaMHoro 3abesne4vyeHHs. -
Be3 HagiMHUX iH(popMaLiMHUX CUCTEM Ta ?
pe3ynkTaTMBHUX IT-3ax0AiB KOHTPONIO,
opraHi3aLisi He B3MO3i NpaBMNbHO BUKOHYBATU
onepauii/TpaH3akLii Ta y3aranbHIOBaTU HagifHY
thiHaHCOBY 3BITHICTb, LLO, CBOE Yeproto, BNauBaec
Ha piBeHb AOCArHeHHs nocTaeneHux nepen Her
3aBOaHb Ta uinen




| T-ayauT - ue He3ariexHa i HeynepeaxeHa ouilijiKa:

- HaAIMHOCTI, 6e3nekun (BKNoYatouu besneky
nepcoHanbLHUX AaHuX), pesynsTaTUBHOCTI Ta
epeKTMBHOCTiI aBTOMaTM30BaHNX ;
iHbopMaLiHUX cucTem,

- TeXHi4YHO-opraHi3auinHol iHpacTpyKTypH
06po6KM aBTOMaTU30BaHODI iHhopMaLlii.

Lia AisNbHICTb NOLWUPHOETLCA AK Ha Oitovi
onepauinHi cuctemu, Tak i Ha CUCTeMM, SAKi
PO3POONAITLCA.




CepepnoBuiie/cBiT IT

IT ynpaBniHHA
[MpoekTn Ta nporpamm .
Mpouecy Ta iHpopmauiiiHi cucTemn
Ynpaeninua IT-nocnyramm
IHdppacTpykTypa
IHdbopmauinHa 6e3neka




06'ckTit ayauTy B IT-yrpaBniHHi

4. OpraHisauyisa (BiaaiNIeHHA, KopnopaTuBHe
ynpasniHHA, 3aBAaHHSA)

3. Mpouecn (ynpasniHHA nOCTaqaanMKaMM,
TeXHIYHa NiATPUMKa, ToL0)

2. NpuknapHi nporpamu (SAP, Windows,
NpoeKTHe nporpamMHe 3abesnevyeHHs TOLWO)

1. IHdbpacTpykTypa (6a3m gaHux,
Mi>kMepeXXeBUUn eKpaH, ToLL0)

Binbwictb pu3ukiB y IT matoTb Micue Ha 1 1 2 piBHi!
BinbwicTb Npo6sieM Ha 3 i 4 piBHI.



IT-ayanTop ouiHIOE OOQNH YK 6inbme
acnekTiB sikocTi IT-ayaury.

Hanbinbw nowmpeHnmm acnekramm skocTi B IT-ayauTi €:

HaﬂiﬁHiCTb -y 3araanomy HagiMHICTL MOXHa BVI3Ha‘-IVITVI \ " K

BiporigHicTb 'roro wo'iHdopmauinHa cuctemMa Ha 3aAoOBifIbHOMY p1|3|-||
BUKOHAE 3aBOaHHsA, ANs sikoro ii 6yno. po3po6neHo abo 3agymaHo, 3a
neBHUU nepiob, yacy y BU3Ha4YeHOMY cepeaoBULLi. k5
be3neka - osHauae 3axucr ichopmal;i;_i'l' Ta iH(popMaLinHUX cUcTeM Big
HeaBTOpPU30OBaHOro goctyny abdo 3Miij; iHpopmauii, fika 36epiraerTbcA,
o6pobnseTbca abo nepedaEcTbCA, a TaKoX BiAMOBM Yy MOCAY3i. He
aBTOpuU30oBaHUM KopuctyBadaMm. beaneka iHpopmauii nepeadavyae 3axoam,
HeoOXiaHi ANA BUABIEHHA, OOKYMEHTYBaHHA i 60pOTb6VI 3 Taknmu
3arposamm.

Pe3yn bTaTVI BHICTb - Lie 30aTHICTb AOCArHYTU GaXKaHOro pesynesrarty

ECbeKTI/IBHICTb - 'O3Ha4ya€ BWKOHaHHA abo 34aTHICTb BUKOHATU
3aBAaHHA y cniBBiAHOLWEHHI i3 3aTpaTamMu Yacy i pecypciB.




TunoBi Ans gepXxaBHUX YCTaHOB BUAU |T-éy.DMT¥
IT-ayouT OGesnekn (KOHpiAeHUINHICTb, WiNICHICTL | AOCTYMHICTL):
lneTbcA He TiNbKU nNpo 6e3neky iHdopmadii iy cuctemi UM npuknagHin
nporpami, a U TakKoOX Npo Te, SAK opraHizoBaHa Oe3neka iHdopmauil,
LiNniCHICTb cucTeM Ta po3noain BiagnoBiAanbHOCTI B AepXXaBHIN YCTaHOBI.

IT-ayauT AKocTi '(pesyanaTMBHiCTb, epeKkTuBHiCcTb): Y ubomy. IT-
ayauTi  po3rnsaaeTbes, AKiCTb iH(opmauinHoOl ‘cuctemun, npuKnNagHoi
nporpamu a6oi| Oi3HecC npouemB |

Ayout IT NPOEKTY, nlp, Yyac SKOro -BHYTPIilUHiIiN ayauTop nepesipse
ynpaBniHHA Ta opraHisauyiro IT- npoeKTy, Hanpuknag, 3anpoBamXeHHS
iHpopmauUinHoil cuctemu. B

AHania pgaHux: He 30BciM _IT-ayouT, ane 4YacTto Le 4acTuHa
cdiHaHcoBoro ayauTy. IT-ayauTop MoXe BMKOHYBaTU (bYHKLiO NiATPUMKM
B aHanisi iHaHcoBux paHux. 3aBpaHHA IT-ayauropa nonsra€ vy
BUOKpeMIeHHi Ta 30opi ¢iHaHcoBOI iHdopmauil + 3 0a3nm pgaHux
iHpopMaLiuHOI cuctemMM, y 3anutax Ta 3BiTax, HEOOXiAHUX ANA aHarnisly
chiHaHCOBMX AaHUX

YBara!!! Okpemi IT-ayauTtn npoBoauThbCH AyXxe pigko.
flKk'npaBuno, BOHU € enemMeHTamMn ayanty e(PeKTUBHOCTI.



I'Ipuknap.w IT-ayauTiB, Wo npoBoauna LI,eHTpéanajf_
cnyx6a BHyTpilwHbOro ayauty B Hipepnangax'

O TecTyBaHHAI CUCTEMM OHNAWH ayKLiOHY, Wo 6yB
3aCTOCOBaHUMN YPAAOM ANA ayKLioHepa
Telecom.

0 NMopaau B 4acTUHi aBToMaTu3auii
AOKYMeHTaJibHUX.npouecis' MiHicTepcTB.

0 TectyBaHHs 6e3nexku Blackberries, ski
3acCTOCOBYIOTb C/y>k6o0BLI. -

d TectyBaHHA CUCTEMMU aBToNiaTusoBaHMx cucremMm
noaavi 3asiB rpoMaagsiHaMMU, Y AKUX 36ep|raroTbc;|
AaHI NPo NoBepHeHI NoAaTKM. -

d AyauT 6e3nekun xXMapuHKOBMX Ta BlpTyaanMx
TeXHonorm

d AyauT IHCI)OpMaLI,IMHMX LLeHTpIB

d TecTyBaHHSA NporpaMHuUX MOAYJIB Y BeJINKUX
dbiHaHCOBUX cucremax.



Kputepii IT-ayauTy ‘
[lns npoBeaeHHs IT-ayauTy, IT-ayautopy HeobXinHU
HaneXXHUU Habip KpuTepiiB ayauTy, AKi MOXXHa 3acToCyBaTU
. Bo ob’ekra IT-ayaury.
KpuTepii ayauty — ue npuHumnu (ado Hopmm), FIKI
BVIKOpVICTOByI-OTbCFI Anst OLiHKK
Ha6lp KpVITeplIB ay.qmy Mmoxe oyTun noep,HaHMM
Hanpuknaga: '
- COBIT (ak npaBuno BVITﬂI') ,
- BuMoOra 3 BHyTpILLII-_-!bOFO" NOryioXXeHHs abo
3aKOHOOAaBCTBA, _
- npoueclnpaBMna/npoue.qpr opraHizauii IT
npouecy abo IX 4YacTuHa.




OcHoBM (CTaHpAPTU,- HOPMMU),
sIKi BAKOPUCTOBYIOTbLCA NiAg 4Yac
npoBeneHHA IT-ayauty

COBIT 5

ITILV3 *

PRINCE 2

ASL :

BiSL

ISO/IEC 27001 i 27002 .

KepiBHULTBO 3 ayAnTY rmobanbHUX TEXHOMOriN 8
3aranbHa nporpama ayauty/rapaHTil NPUKNagHUX nporpam



[Ons o6paHHA npaBUNbHOI OCHOBM
IT-aygpuTop Mae BupillyBaTu, fka
OCHOBa HanbinbwW nNigxoAuUTb No

BigHowWweHHI0 fo IT-06’ekTa

Akwo [T-OG’CK;I' — ue be3neka, To Hankpawmmn BUGIp -3
ISO/IEC 27001. -

Axwo IT-006’ekT — ue I'IpoeKT TO HankKpawmumn BuOip -
PRINCE 2.

Axwo IT-06’ekT — e 3axoau: KOHTpomo 3a
NPUKNagHMMn nporpamamMu, To Hankpawmm Bubip — Le
GTAG-8 abo 3aranbHa nporpama ayp,mylrapaHTu
NMPUKNagaHnxX nporpam.

Axkwo IT 00’eKT — Le AKicTb npoueciB IT- p,enapTameHTy,

ToAi, HalKpalla ocHoBa ITIL



CoDbIT (Control Objectives for - Information aéd
Related T;jéchnologieg) "3aBOaHHA ynpaBniHHA AOna
iHbopMaLiMHUX Ta CYMDKHUX TeXHoOnorin" - siBAsic coboto
naket  [AOOKYMEHTIB, 6nusbko:; 40 MiXKHapoaHux i
HauioHanbHUX CTaHAapTIB i;{ KepiBHMUTB B ranysi
ynpaBniHHA |T , ayauTy Ta IT-0e3neKku




COBIT 5 Process Reference Model

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

EDMO1 Ensure
Govermance EDMO2 Ensure EDMO3 Ensure EDRME%EH:%ure E"sgkﬂfrgﬁé'ﬁe
Framework Setting Benefits Delivery Risk Optimisation Ontimisation Transparenc
and Maintenance U sparency

Align, Plan and Organise Monitor, Evaluate

and Assess
m‘;‘ﬁ’ﬂ‘w’:"ﬂﬁgm AP002 Manage A"gr?t% ""fé'gge APOO4 Manage APOO5 Manage AP0O6 Manage AP007 Manage
Frameir%rk Strategy M:hilEcMe Innovation Portfolio Budget and Costs Human Resources

MEAD1 Monitor,
Evaluate and Assass
Performance and
Conformance

AP008 Manage APOZ9 Manage APO10 Manage APO11 Manage APO12Manage || APO13 Manage

Relationships Agreements Suppliers Quality Risk Security

Build, Acquire and Implement

BAIO3 Manage BAIOS Manage BAIO7 Manage
[DAIOT Manago  lf  BAIOZ Manags Solutions a0 Organisational ||  BAIOG Manage Change
ngpr jocts Sgﬁn“jon Identification and Capacity Change Changes Acceptance and MEAD2 Monitor
o and Build Enablement Transitioning Evaluate and Assess
the System of Internal
Control

BAIO8 Manage BAID9 Manage BAI0 Manage
Knowledge Assets Configuration

Deliver, Service and Support

MEAD3 Monitor,
Evaluate and Assess
0SS0 Manage T 05503 Marage DSS04 Manage DSOS Marage N D53 e e Compliance With
perations and Incidents roblems Continuity Sarvices Process Controls External Requirements

Processes for Management of Enterprise IT
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ITIL © - (Infrastructure Library) “Bionioreka
|Hc|opaCprKTpr |Hc|oopmau,w||-w|x -TexHornorin” - bibnioteka,
O OnuUCYyeE Haukpaly npaKTMKyﬁ. 3aCTOCyBaHHA cnocobiB
opraHisauii po6GoTu nigposAinis a6o komnaHii, WO
3aMMaloTbCA HaAaHHAM NOCHYr -y ranyasi ||-|cbopmau,|m-mx
TEXHONOrin




ITIL® SERVICE LIFECYCLE

Service
Operation



http://en.wikipedia.org/wiki/ITIL
http://en.wikipedia.org/wiki/ITIL

